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Abstract — Security is one of the main aspects to take into
account when designing and developing web services. A
meaning number of mechanisms of attack can lead to a
web service system crash. As a result, the web service
cannot allow the access to authorized users. This type of
attacks is so-called as denial of service attack (DoS)
which affects the availability of the services and
resources. This paper presents an approach to detect and
classify DoS attacks, based on Case-based Reasoning
methodology where heterogeneous data are merged in
order to obtain a set of cases that reflect previous
analysis. The proposal has two peculiarities: (i) when a
web service is attacked, this possible attack is studied by
different analysers, distributing previous experiences
among the analysers, in order to classify attacks in a
better way; and (ii) the analysis process against attacks is
temporal bounded allowing its use in environments with
temporal constraints.

Keywords: CBR, temporal-bounded process, mixture of
experts.

1 Introduction

One of the priorities of web services is to guarantee the
availability of services and resources. However, all of the
specifications that have been proposed for providing
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security within web services (WS-Security [1], WS-
SecurityPolicy [2], WS-Trust [3], WS-SecureConversation
[4], etc.) only consider the integrity and confidentiality of
messages [5] without much consideration for availability.

Recently the availability of web services has been
threatened by a well known and studied type of attack
known as denial of service (DoS) [6] [7] [5]. This type of
attack is generally directed at a particular victim and is
fully realized when it manages to deplete the resources
within the server (CPU cycles, RAM) following a high
number of requests that are made within a short period of
time [8]. This type of attack results in the interruption of
access to the server by authorized users. However, when
the problem of DoS attacks is produced in a web services
environment, the risk of a DoS attack being carried out
increases considerably. Taking into account the fact that
web services are grounded in a series of known standards
[9] [10] [11], including HTTP, which is the most common
means of transporting messages, and the XML standard,
which is the most commonly used for message coding, we
find that the number of vulnerable points increases due to
the inherent flexibility of standards and their open nature,
which allows for various techniques or attack mechanisms
to be carried out.
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The DoS attack mechanisms at the web services level
generally take advantage of the costly process that may be
associated with certain types of requests. A detailed study
with a list of possible attacks on web services was
presented by Moradian and Hakansson [15], and includes
attack mechanisms that can affect the availability of web
services. Table 1 presents the DoS attack mechanisms
analyzed within this study.

Attack Description
Mechanism
A message written in XML can harbor as many elements
Recursive as required, complicating the structure to the point of
Payloads overloading the parser requiring a high amount of
memory and processing resources.
When executed, it reduces or eliminates the availability
Oversize of a web service while the CPU, memory or bandwidth
Payloads are being tied up by a massive mailing with a large
payload.
Schema An attacker compromises XML schema and replaces it
Poisoning with similar, but modified one.
This attack targets the SOAP engine through the Web
Buffer -
overflow server. An atta_cker sends more |nppt than the program
can handle, which can cause the service to crash.
Any element that is maliciously added to the XML
XML
Injection structure of the message can reach and even block the

actual Web service application.
An attacker inserts and executes malicious SQL

SQL Injection statements into XML

XPath An attacker forms SQL-like queries on an XML
Injection document using XPath to extract an XML database.
Replay To overload Web Service an attacker steals messages and
Attacks sends them repeatedly

XML Denial An attacker trying to prevent legitimate users from
of Service  accessing a service by flooding the service with
attack thousands of requests

Table 1. Types of attacks, target of attack and damage level

There are several initiatives within this field: [16] [17] [18]
[51 [19] [20] [21] [22] [23]. However, the main
disadvantage common to each of these approaches is their
low capacity to adapt themselves to the changes in the
patterns, which reduces the effectiveness of these methods
when slight variations in the behaviours of the known
attacks occur or when new attacks appear. Moreover, most
of the existing approaches are based on a centralized
perspective. Because of this and the focus on performance
aspects, centralized approaches can become a bottleneck
when security is broken, causing a reduction of the overall
performance of the application. Finally, none of these
approaches considers the limitations or restrictions in the
response time being this aspect “critical” in most security
systems. Within this context, we consider response time as
the time available to complete an analysis in order to be
considered as valid.

This study presents a new agent model with a novel
perspective for analyzing and classifying different DoS
attack mechanisms. One of the primary characteristics of
the proposed agent is its ability to make decisions in real
time, making it unique in its conception within the study of
DoS attacks. To do this, we employ real-time agents [24]
that allow us a greater control over existing temporal
restrictions in the analysis tasks in order to meet their

deadlines. The internal structure of the real-time agent is
based on the Case-Base Reasoning (CBR) model, with the
main difference being that the different CBR phases are
time bounded, thus enabling its use in real time.
Additionally, the adaptation phase in the CBR system that
is integrated in the agent proposes a new analysis
classification model that is carried out by a mixture of
experts. This new model makes it possible to divide the
complicated classification task into a series of simple
subtasks, so that the fusion of the solutions given by the
sub tasks generates the final solution. To do it, a context-
based information fusion and the concept of mixture of
experts are united to achieve a correct distribution of the
data stored among the different analyzers. The concept of
mixture of experts was first proposed by [12]. It involves a
system that contains a series of input data that is distributed
over a set of expert classifiers. Depending on the time
available for carrying out the classification, a set of experts
is selected to perform the different analyses. The experts
are selected with a multiple method model [13]. Finally the
different selected experts generate the predictions and the
outputs are fused to generate a new unique result [14].

The rest of the paper is structured as follows: section 2
shows a general view of the real-time agent as classifier
agent focusing on the temporal bounded CBR used in the
deliberative mechanism. Section 3 explains the data used in
the construction of cases in the CBR and how these data
are distributed among the different methods using the
mixture of experts. Section 4 describes a set of tests to
evaluate our proposal. Finally, final results and conclusions
are presented in section 5.

2 Real-Time agent to DoS analysis

This section presents the new model of real time agents
with advanced reasoning capabilities. The agent combines
learning and adaptation capabilities in order to provide a
case-based reasoning capable of being executed under time
bounded restrictions that occur in real time scenarios.

A real time agent is one that is able to support tasks that
should be performed within a restricted period of time [24].
This characteristic justifies its use in real time systems. In
this type of environment, the validity of the solution is
determined not only by its correct execution, but by its
ability to be carried out within the allotted time frame [25].

The main problem in the architecture of a Real Time Agent
(RTA) is with the deliberation process. This process
probably uses Artificial Intelligence (Al) techniques as
problem-solving methods to compute more intelligent
actions. If this is the case, it is difficult to extract the time
required, because it can either be unbounded or have a high
variability. If the agent has to operate in a real-time
environment, the agent complexity required to achieve any
or all of these features is greatly increased. Thus a RTA
requires an efficient integration of high-level, deliberative
processes within reactive processes. When using Al



methods, it is necessary to provide techniques that allow
their response times to be bounded. These techniques are
mainly based on well-known Real-Time Atrtificial
Intelligence System (RTAIS) techniques [26] [27].
Therefore, it would be interesting to integrate complex
deliberative processes for decision-making in real-time
agents in a simple and efficient way. Some of the most
important features of agents are their ability to work
autonomously, to adapt to the environment, to reason, to
learn, to predict the future effect of the performed actions,
and to predict the future behaviour of the environment.
Intelligent agents may use a lot of reasoning mechanisms
to achieve these capabilities, including planning techniques
[28] or Case-Based Reasoning (CBR) techniques [29].

If we want to use CBR techniques as a reasoning
mechanism in real-time agents, it is necessary to adapt
these techniques to be executed so that they guarantee real-
time constraints. In real-time environments, the CBR
phases must be temporal bounded to ensure that solutions
are produced on time, giving the system a temporal
bounded deliberative case-based behaviour.

With this in mind, the Temporal Bounded CBR (TB-CBR)
[37] was designed. This design consists basically in a
modification of the classic CBR cycle, adapting it so that it
can be applied in real-time domains. In the TB-CBR we
can classify the four phases of a CBR in: the learning
stage, which consists of the revise and retain phases; and
the deliberative stage, which includes the retrieve and reuse
phases. Each phase will schedule its own execution time.
Therefore, the designer can choose to either assign more
time to the deliberative stage, or keep more time for the
learning stage (and thus for the design agents that are more
sensitive to updates). These new CBR stages must be
designed as an anytime algorithm [30], where the process
is iterative and each iteration is time-bounded and may
improve the final response.

Therefore, when extracting and analyzing data from the
cases is necessary to take into account that this process
must be temporal controlled. It is mandatory that the
execution time of any needed operation with the data must
be known in an off-line way.

For this reason, the design decision about the data structure
of the case-base, number of cases in the case-base and the
different algorithms that implement each CBR phase are
important factors for determining the execution time of the
CBR cycle. Thus, a maximum number of cases in the case-
base must be defined by the designer. Note that, usually,
the temporal cost of the algorithms that implement these
phases depends on this number. For instance, let us assume
that the designer chooses a hash table as a data structure for
the case-base. This table is a data structure that associates
keys to specific values. Search is the main operation that it
supports in an efficient way: it allows access to elements
(e.g. phone and address) by using a hash function to

transform a generated key (e.g. owner name or account) to
a hash number that is used to locate the desired value. The
average time to make searches in hash tables is constant
and defined as O(n) in the worst case. Therefore, if the
cases are stored as entries in a hash table the maximum
time to look for a case depends on the number of cases in
the table. Similarly, if the case-base is structured as an
auto-balanced binary tree the search time in the case-base
in the worst case would be O(log n). In any case, the
retrieval and retention time can be reduced by using an
indexing algorithm. These algorithms organize the case-
base by selecting a specific feature (or set of features) from
the cases, grouping together those cases that share the same
values for these features. This reduces the cost of the
search for similar cases (for retrieval or previous to the
introduction of new cases in the case-base) to a specific set
of cases with the same index as the current case [31] [32]
[33].

The following section presents the necessary dates in the
case-base and the TB-CBR to perform the security analysis
for web service requests.

3 TB-CBR adapted for DoS attacks detection

This section presents the TB-CBR, mentioned in the
previous section. This TB-CBR will be incorporate to an
agent as a reasoning engine. In the TB-CBR used to DoS
attacks detection, the learning phase is eliminated since it
is now performed by human experts. The TB-CBR utilizes
a global case base, which avoids any duplication of the
content of any information compiled from the cases or any
information contained in the results of the analysis. Tables
2, 3 and 4 show the structure of the cases. Table 2 shows
the fields recovered from the analysis of the service request
headers. Table 3 shows the fields associated with the
analysis of the service requests that were obtained after the
analysis performed by the parser application.

Fields Type
Number of header elements NumberHeaderEleme pl
nt (Int)
Number of elements in the body =~ NElementsBody (Int) String p2
Greatest value associated to the  NestingDepthElement Int p3
nesting elements s(Int)
Greatest value associated to the ~ NXMLTagRepeated Int p4
repeated tag within the body (Int)
Greatest value associated with  NLeafNodesBody p5
the leaf nodes among the (Int) Int
declared parents
Greatest value of the associated  NAttributesDeclared p6
attributes among the declared  (Int) Int
elements
Type of SQL command Command_Type p7
Number of times that the AND  Number_And p8
operator appears in the string
Number of times that the OR  Number_Or p9
operator appears in the string
Number of times the Group By ~ Number_GroupBy pl0
function appears
Number of times that the Order ~ Number_OrderBy pll

By function appears



Number of times that the Having
function appears

Number of Literals declared in
the string

Number of times that the Literal
Operator  Literal  expression
appears

Length of the SQL string
Greatest value associated with
the length of the string among
the elements or attributes within
the body

Total number of incidences
during the parsing process
Reference to an external entity

Number of variables declared in
hte XPath expression

Number of elements affected in
the consulted node

Number of literals declared in
the XQuery Statement

Number of times the And
operator appears in the XQuery
Statement

NUmero de veces que aparece el
operador Or en la XQuery
Statement Number of times the

Or operator appears in the
XQuery Statement

Number of functions declared in
the XQuery Statement

Lentgh of the XQuery Statement
in a SOAP message

Cost of processing time (CPU)
Cost of memory size (KB)

Number_Having
Number_Literals

Number_LOL

Length_SQL_String
LengthStringValueBo
dy (Int)

TotalNumberincidenc
eParsing(Int)
URIExternalReferenc
e (Boolean)
XPathVariablesDeclar
ed (Int)
XpathNumberElement
Affected(Int)
XPathNumberLiterals
Declared
XPathNumberAndOp
erator

XPathNumberOrOper
ator

XPathNumberFunctio
nDeclared
XPathLenghtStatemen
t

CPUTimeParsing (Int)
SizeKbMemaoryParser

(Int)

p12
p13
pl4

p15
p16

p17
P18
P19
p20
p21

p22

p23

p24
p25

p26
p27

Table 2. Header definitions

Fields Type

IDService Int h1l
Subnet mask String h2
SizeMessage Int h3
NTimeRouting Int ha
LengthSOAPAction Int h5
TFMessageSent Int hé

Table 3. Definition of fields recovered by the parser

Fields Type variable
Probabilidad Oversize Payload Real x11
Attack Oversize Payload Boolean x12
Probabilidad Recursive Parsing Real x21
Attack Recursive Parsing Boolean x22
Probabilidad Buffer Overflow Attack  Real x31
Attack Buffer Overflow Attack Boolean x32
Probabilidad XML Injection Attack Real x41
Attack Buffer Overflow Attack Boolean x42
Probabilidad Xpath Injection Attack Real x51
Attack Xpath Injection Attack Boolean x52
Probabilidad SQL Injection Attack Real x61
Attack SQL Injection Attack Boolean X62

Table 4. Fields stored as results

Finally, table 4 shows the information obtained after
analyzing the service requests.

From the information contained in these tables, it is
possible to obtain the global structure of the cases. In this

way, the information of each case can be represented by
the following tuple:

c={h/i=1.6}U{p;/j =1..27}
Ufxp/l=1..,m=1.2)

To store cases a hash table is used where the temporal
execution cost associated to the different operations over
the table is lineal, O(number of cases).

When the system receives a new request, the TB-CBR
performs an analysis that can determine whether it is an
attack, in that case it identifies the type of attack. To do it,
in the Retrieve phase, the real-time agent recovers the
cases that it will use to perform the classification. The time
needed to recover the different cases to be used is clearly
defined and temporal bounded. The cases that have been
retrieved during this phase are selected according to the
information obtained from the headers of the packages of
the HTTP/TCP-IP transport protocol from the new case.
The information retrieved corresponds to the service
description fields, and the service requestor’s subnet mask.
Assuming that the newly introduced case is represented by
Cn+1, and it is defined by the following tuple: ¢4, =
({h;/i = 1..6}). The new case does not initially contain
information related to the parser since it would be
necessary to analyze the content of the message:

Chyny = f5(C) = {Cin,n, € C/Ciny, = Cnsin, N Cin,
= Cn+1.h2}

where c; ,, represents the case j and hi, a property that is
determined according to the data shown in table 2, C
represents the set of cases, and f;the retrieval function.

In the event that the retrieved set is empty, the process
continues with the retrieval of the messages only without
considering the subnet mask.

The process of parsing is carried out at the beginning of the
retrieval phase so that the information is available and can
minimize the waiting time during the reuse phase. If the
parser exceeds the time limit set for analyzing the request,
it assumes that the request is malicious and rejects the
request. By keeping this restriction in mind it is possible to
work in real time and also guarantee the integrity of the
parser when facing malicious requests.

At the beginning of the Reuse phase, a number of different
techniques are applied to the set of retrieved cases, making
it possible to determine if the service request is a DoS
attack, and if so, what kind.

Each type of attack in our proposal (except for Xpath and
SQL Injection attacks) can be analyzed by two different
techniques. The first is known as the Light technique and is
usually a detection algorithm with a low temporal cost, but



of low quality as well. Using the Heavy technique, the
result of the analysis is much more exact, but it requires a
much higher amount of execution time. Using these
techniques to analyze an attack allows the real time agent
to apply the one that is best suited to its needs, without
violating the temporal restrictions that should be
considered when executing the deliberative stages.
Obviously, the more time that the real time agent has
available to execute the Reuse phase, the more detailed the
analysis of the request can be. But in many cases, the real
time agent has a limited amount of time to complete the
analysis and must select which combination of techniques
will allow it to complete a full analysis within a period of
time that does not exceed the time limit. Planning which
tasks will be used is based on a generalization of the
estimated process, known as the design-to-time [23]
planning, which assumes that multiple methods exist to
complete various tasks and the problem consists of
designing a solution that uses all of the resources to
maximize the quality of the response within the available
time. In order to determine which is the set of techniques
that provides the best solution, it is necessary for the length
and quality associated with each technique to be
predictable, as seen from a global perspective that includes
all possible combinations of techniques. The Xpath and
SQL Injection attack mechanisms have only one attack
technique that provides the best solution. This is because
the seriousness of the harm that each of these attack
mechanisms can inflict makes it necessary to perform a
more thorough analysis. To select the combination of
techniques that produce the most optimal results are used
multiple methods technique [13]. This technique selects the
optimal combination given the amount of time available. In
the event that it is unable to complete any combination
within the indicated time period, the function indicates this
fact in its response and the analysis is not performed. The
classifier agent in this case should reject the service request
since it cannot guarantee its security.

The different techniques that the classifier agent executes
once the optimal combination of techniques has been
determined include a set of common inputs that are
represented by pc and are defined as follows: pc={ p1, p28,
p29, p2, p3, p4, p5, p6, pl6, pl17, p26, p27}. The remaining
entries vary according to the techniques used, which is
specified for each one. Table 5 shows the information of
the different techniques used for each of the attacks.

The information used by the different techniques varies
according to the type of attack. Table 6 details the different
fields associated with each of the attacks for the Heavy
techniques. The Light techniques only use the fields that
refer to the request headers, specifically the following
fields {h3, h4, h5, h6}.

Fields

Variable

Recursive Parsing
Oversize Payload

XML Injection Attack
Buffer Overflow Attack

SQL Injection Attack

{h3, h4, h5, h6, pc}
{h3, h4, h5, h6, pc}
{h3, h4, h5, h6, pc}
{h3, h4, h5, h6, pc}

{p8, p9, p10, p11, p12, p13, pl4, p15} U

{h3, h4, h5, h6, pc}

Xpath Injection Attack

{p19, p20, p21, p22, p23, p24} U {h3, h4,
h5, h6, pc}

Light Technique Heavy Technique

Neural Network
Red neuronal

Decission Tree
Naive Bayes

Oversize Payload
Recursive Parsing

Buffer Overflow  Decision tree Red neuronal
Attack

XML Injection  SMO Neural Network
Attack

Xpath Injection Neural Network
Attack

SQL Injection Attack Neural Network

Table 5. Techniques associated with the attacks

Table 6. Inputs associated with the different attack mechanisms

In addition to the techniques displayed in Table 5, there is
a global neural network that contains each of the inputs
listed in table 6 and that is trained for the entire set of
cases. This network will be used in those situations where
the response time is critical and it is not possible to check
each case individually.

Figure 1 shows the mixture of experts as it is carried out. It
is possible to see how the input data gathered from the
cases are distributed between the different attack
classification techniques. Figure 1 shows only one part of
the mixture. The complete description of the techniques
associated with each attack is shown in table 5.

At the end of the Reuse stage, the optimal output is
selected, corresponding to the maximum values provided
by each of the experts, so that if any exceeds a given
threshold, the service request is considered to be an attack,
and classified as such. Keeping in mind that the
classification of each attack mechanism is performed by an
expert, it is possible to determine the type of attack that
was initiated and, additionally, to identify the objective at
which the attack was targeted (database, parser, etc.).

Decission tree

7 Oversize Payload

MLP

il

Naive Bayes

? Recursive Parsing

ML

Global Inputs

i

Combination
Response

Inputs

Particular Inputs

P SQL Injection Attack

ML

E

Selector of Methods

Figure 1. Multiple method inputs and outputs




Once the analysis is complete, if an attack has been
detected, the service request is rejected and is not sent to
the respective provider. Subsequently, the result of the
analysis is evaluated by a human expert through the revise
and retain phase, if it is necessary to store the case
associated with the request.

4  Validate Test: Detection of Attacks

In order to evaluate our prototype, we used a description of
three services available from an application currently under
development for testing purposes. Table 7 lists a
description of these services.

Some technical aspects of the equipment used to conduct
the tests will now be provided. These aspects are an
influential factor in the results obtained, since the
performance of the system is a critical factor when
assessing this type of approach. The prototype, and more
specifically the classification mechanism, was tested using
a standard PC with a 100Mbps Ethernet network
connection. The PC used by the classifiers was an HP
Pavilion Intel Core 2 Duo E7200 with 4GB RAM. In order
to initiate requests, we developed a type of requesting
agent whose only function was to initiate a series of
requests for web services, as described in Table 8. There
were a total of three instances of the requesting agent, each
of which was located in a different network and sent
requests using a different subnet mask.

Input Parameter Type
RequestTreamentPatient(): Consult a treatment for a patient via
Internet.

IdPatient Int
Start_Time_Treatment Date
Start_Date_Treatment Date
End_Time_Treatment Date
End_Date_Treatment Date

RequestScheduleDoctor(): Consult the agenda of a doctor via
Internet
IdDoctor Int
Date_Schedule Date
Time_Schedule Date
RequestAppointment (): Request an appointment with the doctor via
Internet
ldDoctor Int
PatientName String
Date_Appointment Date
Time_Appointment Date
Descripcion String

Table 7. Description of the Web services used for the tests

Both the requesting agent and the real time classifier agent
are executed over the jJART platform [34], which is a multi-
agent platform system specially designed to work in real-
time environments. The use of this platform is necessary to

guarantee the execution of tasks with temporal restrictions
that the real time classifier agent must carry out. At the
same time, both the agent and the platform work in a real-
time operating system.

In order to analyze the final efficiency of the system, we
forced the system to function under various conditions so
that we could determine the variation in the correctness
rate and the average execution time for the 1500 requests.
To accomplish this, a variable deadline takes a value from
one that is equal to the time that the classifier agent needs
to perform an analysis using the C1 combination (the
fastest), and another slightly greater value that the agent
needs to complete the analysis indicated by the
combination C16. Table 8 shows the results obtained.
Clearly, the unique algorithm created by a unique neural
that can produce an estimate of attack under all the worst
case input parameters is the estimate for the worst case, but
the fastest estimate as well. The fact that it is the fastest is
that the fastest combination C1 also includes two networks,
albeit more simple, that can estimate two of the attacks.
With regards to the correctness rate, the most efficient
combination is C16, which is the heaviest.

Correct Suspicious Incorrect Time
Unique 1457 34 9 0,563ms
algorithm
C1 1463 14 23 0,611ms
C16 1484 12 4 1,722ms

Table 8. Number of responses that are correct, suspicious or incorrect, and
the average execution time for different combinations

5 Conclusion

In addition to the techniques presented in this article, there
are others that can perform similar classifications such as
[35] and [36], that can also be used in the case study.
Nevertheless, the primary objective of this study is to
integrate the most well-known classification techniques in
a real time environment, not to carry out an exhaustive
analysis of existing techniques. To complete the analysis it
could have been done in a less temporal restrictive manner,
but there would be no guarantee of complying with all the
temporal restrictions although similar classification results
would be obtained.

The results are promising and allow us to conclude that our
approach can be considered as a solid alternative to prevent
and detect DoS attacks in web service environments.
However, there is still much work to be done, especially
with regards to checking the validity of our approach in
heterogeneous real environments. These are our next
challenges.
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